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Abstract: Privacy protection has become the key problem that blockchain technology must solve from theory to
practice. There is a privacy protection requirement of on-demand disclosure in practical applications. Inspired by
multicast secure communication mechanism, a privacy protection mechanism of on-demand disclosure on
blockchain was proposed. This mechanism improves the RSA based anonymous multi receiver encryption scheme to
realize the disclosure of the private data on the blockchain only to the permitted informed, the anonymity protection
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is adopted to realize the safe and efficient distribution of the key between the owner of the private information and
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the informed. Finally, it is proved that PPM-ODB mechanism can guarantee the privacy of privacy data and its

superiority in time and storage cost, and it is suggested that the number of informed people should be less than 100

to obtain a good user experience.

Key words: blockchain, privacy protection, Quorum, anonymous multi receiver encryption scheme

1 35|15

X Pef e — P rpof, EEER A K
WRASEEAR, A2 PR X 25 A0 oK 30 UE 5 A i
Fdw, R A S IL ROk AR ORI B AL
P, R 2 5 AR R AIE B A i A U ) ) 22
4, A o B B A AR 2 2 e 5 29 K D
FEFNERAE £ 1 — P48 1 oA IR R AR 5 ot
o7, HA Lo JRRcrE. BBk, BE
A AEWITE SR s HT, KRR
LR By WM. BT S . B2
WIUE B VUE S5 TR ) I 2 28 Bk AT G
TR I () #R

HE, DBV RIS AR SR A L S i
(180 A Jo A LA I FH T I 25 7 B R T 110 X
Ko BRRAIRYT O X B A B OE B 18 2]
PS5 2 Mk B O il J Y. AT, X
B RATR Y AR 53 4 - B 44 B RS B B A
TRPEARE . H LB E N T et
BBV i Sl i Bl U SNTTRS )
LS Gt A, Ry A A R, 3
FINEEARAS M E LR, WREGZAH Pk
SCHUH B 445 112 WP, A ot ik f A
B4 (K5 PR SRS Sy bk I B, R, 3t
i [} zkSNARK 2 SRR W] 1 77 ok S B FE 44
Peo BE EEARBEFART HEARE A TR e B A
HHE ) g v R, A R OR AR S T AS 5 T
() AZ 5 B Ba PR (1) Zeoin A Quorum!™ B fA
TRIPEEA s 70T RIS 0 2 A X SRR (1) 421k
W B AL P, Bt T R A N X
Pe, AEH Paillier Jnas HvA Dt AR KHE HEAT In
B, e T U AR SO N AR B

A IS o I R A AR — e 1 R 1)
B fA R4 75 K B, EBEyy X HeEE R A v,
Joa NI A5 T8 R e i 25 hy L6 95 1) 1= A A
P, A B AR R S %0 9
R IRE N . LR PR AL R Rk 5 DA

Tk © BB BOE R EE TV AT A
AT A T S AR AEATE @ AN
& B v, BIARIE S04 & 46N B 28 B 1)
0L T 3 Rl 2% S, B Fnfl 3 &0 RN
G RE RN RENR S —ERE Bk
REHE e, © BRI ER e wirE, B
AP AR B8R S, Ae % 18 ) 2109t 8% 1 %0
1

H AT A B AL PR A R R L RE S — K
R 5 WAL S WU TR — X6k — A Sy Bl AR, o
DUAT R 42 T 1% e B RA LR P ) . e 75 40k
() B FAGRA AR 1 — 0 22 I B AR Cdr,
FERH H v s R HR, BRAAE E
PHAT 710 25T N AN B 4 052 0 i % B AL
Al R BERAEHE, AR EAEE— IRk
B SERE EUARE B Al B
INTAEAETFRS . T, HRTEE B AR
FEARANBE [FI I CRAIE KN 3 1R T 44 1k R B FATH 56 1)
CIBERifE

P 5 B 5 B BL O 5 22 A AR WA L AH
L, AT B SEIL X 2 (9 D2 e pk i, A
[Fi) 22 RO AE T2 4 4 F AR AN 75 2 S L R FATH 6 11
LB, FET U, AR T R T
X BLBE AP (PPM-ODB), iZALHIE L
SOk 2 AR A 02T RSA B4 28
BINETT R, LT BRAAME 0 2 (IR
HIE A I A R RO R AT EE T T IE B, SRS
IR A Quorum HERSALRY LIS T 2% 4 4E
FaFAME B R 2 m s k., A
I SEIL T 85 B T B AR . B
ALK T PPM-ODB L1 2 AR RE, IE
B T AZML I AT CRAIE B AL B R 2 1, AR T
Quorum FE7E 14 75 9% 5 KA AL CRA I i) FOAE it Y
O, HOR 3RS R AR,
HHEMADNEDT 100, BESRE, A EEER
T LA R BTk

1) RN BT T X e S B FH o A7 A 1) 4%



553 34 /b i S et P B DO RE RS AL R L <21 -

TR AR TSR, R T — P T B R (X
PUEERRRA ORI LI, SEBL T BRAAME B E HE L
AN IV 2 )35 1) 22 4 v 0 R R R 2
PR

2) Mk T T RSA MM 4 2 E0CE s
%, WMIERAAME B S MEE S mgie, SKILT
B FAfE B —XF Z Al s . S0t 3 i B 44 PR R
N A I BiER R

3) kW] T PPM-ODB HLifilI AT PRk Ba A (S 1)
PR, SIS 44 5 15 B B FA CRAP 1) I
i) FMAEA% TF4Y -, PPM-ODB HL#HIE T Quorum
B, HFEBUNEE ST 100, DURTS R4F
(19 FH P AR5

2 HEMR

21 ETRSAHEZSEWEMEAR

H a0 B 44 2 B0 e )y 2 2 Tt
2 R AL T S DR PRI T 4 P
TRy BIFERH T B 44 2005 N 7 1 4186
TG, AR I W SO B B 1
3, HRE SORIEE A ECE ARG
TEMCRI B SIS, TAEAN SR 55 S0y (R 0 4 il
N7 M A R SORAF I SO R

ARz EN N RT, B4R
I35 52 RIS (i i se et 1o, [
TR AR TIAS T E b+, P A
M B8 05 B3R H R 5 H P &5 405 B AH
5%, MM G T AR B (PKI, public key
infrastructure) [1)F055 FIE HLAE 0] {5, R T 47 4
WS A (1) 2 A oK

DR 0y X B AR B R T RSA B35, b1 i
H A ARPIRE, FrLAASO T RSA [)EE 44
LRl s 2T TR . % R T
] 31 4% s BRAT SR FHAS [1] 1R 2 FARH S 1 7= A= M — 1)
WAL, JF AR SCRIR G T s Ja,
AR AL W o] LUK 3 SCFAT i, friX
AN AR B A BT AT 5 CE ARG 1) S S
B AT ERAE T BB 1R B 44 1

T TR L 3 4 e ) R A T A

Wom,,my,--,m, PP R kAN IERE, I
k=2, MFERTEA

x=b modm,

x=b, modm,

(1)
x=b, modm,
HEL, I HARM =mm, - ,m, , 1<i<k
00 N A ME— i, R
x=MbM/ +M,b,M, +---+M,bM, modM (2)
M

Hrf, MM =1modm,, M, =—,
m

i=12,-ko

BT RSA A4 2 FMH I 7 S 1 VR
RS BBUAAE n MEYCED
1) LRI BE: 20 R n AN EMCE ) RSA
NAGIRS, BERAEAE I n X AFAP I N I E
= (I<i<n), W ERAER P&
2) hEprBe WA S M, JF
TRUE 0<M< N', et N' 5 {N\, Ny, N} /M)
PR, 15, RiEH STHE N=NN, N, Al
¢, =M modN;
c, =Me.2 mod N, ; 3)
¢, =M modN,

AR o e g BTN, R XA R A
RIEC .
C=cmodN,;
C=c,modN,;
. “
C=c,modN,
RJE, RIEH S 4 A FWCE KA M)
WL Co
3) WREBIBL: B U C IR,
S A ORI AP NALE L ¢=C mod N;,
RIGHE CHIRY] d % o RA3WIS0H R M, [
M=c'"=(M*)" modN, (1<i<n). FH0<
M<N', R AT L SR LM
2.2 Quorum $ERRFACRIPHLEY
Quorum 2 HH BERR ORI JT K ) ARk 5 73 AT
RIRAFIR BB 20 61, B LUK I 56t b
B8N T XA G B s R LR Y, )T 2
AT Ty LA v A e A Ak GG A 1) AL S ) 1



© 22 W 44 5 B e A28 3R

6

Yyste ASCRA Quorum BEFRRAL ARG HLHIR LI
G B 5 s TR B 2 i K o

Quorum #EF AR R E StateDB 734
NIFIRESEAEZE (Public State) FIFRFAIRS TR
Ji& (Private State) Pif55, Public State F1LLKY;
—FEEAT A M ILIH, Private State Rl sk [RFARE )
Hds, IFROL T 55 A S (Transaction Manager)
KSEBLEEAAAE 2 Bl 1K e ¥, N #%  (Enclave)
RSB BEAAESHE (1) it %

Quorum HEFEFACRIFHLHIAZ Gy i B an &l 1 B
N, AT BT .

1) Lo (DAPP, decentralized ap-
plication) ¥ Party A\ Party B 7] ] B2 FARE 2 B ds
Prilnfo % 3i%%% Quorum Node A. Quorum Node A

W H)i% Prilnfo Ja K bR iR~ B privateFor ¥ & A HH
Party A 1 Party B (K22 FH4L %K E41[“public_
key A”, “public_key B].

2) Quorum Node A @ Prilnfo Kk ¥ %
Transaction Manager A.

3) Transaction Manager A [11] Enclave A &%l
% Prilnfo 15K .

4) Enclave A 1 5C3RHL Party A [1FAEH, X%
AAPIHEA TR, ARSI I %) Prilnfo BEAT i,
InE LR

O RN K

@ M K, % Prilnfo #EATINE, 145 Ex
(Prilnfo);

® ] SHA3-512 1155 Ex (Prilnfo)) Hash

Party A P 1"'"""': 9) TxPayloadRequest
i i y
! PQltl)?_rum Node A | 0y TxpayloadStord | 3)&10) En/decryption
1) Private Tx AB| | Public  Private 7 Transaction request
DAPP > € € ! nager A Enclave A
: T 6) Tx Hash ]% y 4) &11) Tx Respanse
Block 123 b 3 | 12) TxPayloadResp g
TxAB | 8)Block w/ TxAB 1 ; 2 1 (Tx Payload) 7]
| E|¢ | E
= : =
| 5] ) Z
I S| 3 | ™
[ e ' &
=~ ' =
L = 7 ™
Party B : A | 1 9) TxPayloadRequest i
i i y
i| Quorum Node B |, 1(0) decryption
! Public Prlvz;te ! Transaction Tequest Enclave B
i i anager B
. : 11) Tx Responsg
i 112)
Block 123 i A= | | TxPayloadResp
TxAB | 8)Blockw/TxAB 1 &8 I (Tx Payload)
» Ele |
L gle :
L =18 I
[ =l 5] [
Party C(Not Party to Tx AB) o= E | 1 9) TxPayloadRequest
i Quorum Node C i !
i PUbléC Private i Transaction Enclave C
Block 123 i i 10) ‘
o (P — Joee - » TxPayloadResp
Tx AB 8) Block w/ Tx AB (Tx Payload)

Ethereum P2P i
1
1
1

Network

___________________

Constellation

Network

1 Quorum HEBRFALRFHLEIZE 2 i Fs

Figure 1

Transaction flow chart of Quorum blockchain privacy protection mechanism



34 /b i S et P B DO RE RS AL R L <23 -

{H, 133 H(Ek(Prilnfo));

@ AL D privateFor 7B id 51
Party A fil Party B [JAEH BIIN% K» Ap—A
B 4041 EnArray: [“key encrypted by  pub-
lickey A”, “key encrypted by publickey B”];

® ¥ Ex(Prilnfo). H(Ek(Prilnfo)). EnArray
i |A2% Transaction Manager A .

5) Transaction Manager A ! Eg (Prilnfo)#/l
EnArray TRAFIEA MY, L H(Eg (Prilnfo))VEh %51,
J# Ex (Prilnfo). H(Ek(Prilnfo)). EnArray Ki%
4% Transaction Manager B. Transaction Manager B
W25, 44 Ex (Prilnfo)fll EnArray ORA7{EAM,
LA H(Eg (Prilnfo)) 1 4 & 51, Jf [ Transaction
Manager A &[5 —AN L [

6) Transaction Manager A 2| 2[RI )5,
4 H(Ex (Prilnfo)) k1% 45 Quorum Node A . Quorum
Node A ¥ & FaFAAE F) 8 PriTX= H(E (Prilnfo)),
¥ PTX () V HWE N 37 2 38 (37 5 38
FEBEFAAZ Gy FR TR o

7) Quorum Node A H[RFALLY) PriTX it
P2P J5 i) HR 4 A M5

8) PriTX #ic A\ i X Bk

9) HHAbAY FURIFEIRAZ S5 1) VAE R 37 8L
38 I, SWEIRL oy WAL Sy, AR a4 B
T o AL 4 F CUIF Transaction Manager. LA Party
C M), A2k Party C A2 5% S, Bl
Transaction Manager C F4EFa AR Z) (HICTERT R
BIAHDNIn2 Ba R 5 B o Ak RIS Transaction
Manager C 2R [F]45 Quorum Node C —“™ TX Not
Found 1[4, Quorum Node C #iASH B H O
f] Private State.

10) Xf TZ 55 1) Party B K,
Transaction Manager B 1] AR # B& FA &8 7 {H
H(Ek (Prilnfo)) & $£ 3] Ex (Prilnfo)#! EnArray, &
J5i 7] Enclave B & Hifif %51 5K .

11) Enclave B e 2fi# %5k J5, FIH PartyB
R MR EnArray, SAGNIREH K, ARG
FIH K, il %5 Ex (Prilnfo), fif% B3 )5 4 W 3L
Prilnfo & 1%%5 Transaction Manager B.

12) Transaction Manager B Y%/ 3 Prilnfo
J&i, it EVM $UT Prilnfo [R%%, $AAT KA

745 IR MI%5 Quorum Node B, JEHHT Quorum
Node B[] Private State, 5¢8 ¢ MIIFRFAAL 21 FE

3 RFIFEAIRRFARIPHLE]

Pt B R IR AL LR 4 WL PPM-ODB A% 4
Bl 2 s, B MR TR RN B e B
BFAE B2 5189 3 B fEXAN TR,
AICK Quorum FERRFACRAF HLHIREAT T — 2 &
HORARAIE PPM-ODB ML SEI, 405K 1) ok
Prilnfo; " BAAAL Z) Bi S i A FAH, 7058
7) RN T A R S E R R L), R
T 58 13), [1] Party B I AR B R 2 4HAS
g TX MG BERL S SCHIIET Certificate.

NP TELN IR 3 AN B SR
31 EEXAREIL

h T SRR ARME BRI, 1 e W A
FafME B CRICh RN RIEE $ Fln A
G # 2 MBS R R, W2 s R A S
A& RGNS & R 2 H 4y R D4R, X fER
1 Quorum HE5E .

BBAEASAT R RN Z |, RS AE O
H—> RSA AFAGI0, RPN i A OIRAE, A
AFFo B S PRGOS, AN HE Y
REAT A RSA AFAVEIXS, A T RS X 4,
W LFR MmN FAPIXT

AR RS R R .

1) RIEH S 5390k n AN G A2 B i A R
H(di(enNy)), Hro Ny WP EZR, ]
é‘?ﬁiglﬁﬁtbﬂ gf;‘é{f'ﬁ H Yle—(imﬁﬁ%(d[,(ei,]\’i))ﬂ] %D
(R ORE DS 0PA 5 SE S (i =2 d 5 T
FREW (1<in).

2) Kik# S EMERIBL NG E | EHAL
S TX;s BT 55k Prilnfo=[sig(d;(e;»,N;),PKy),
(di(exN)).PK o HeHt, sig(di(enNi),PK)H K IEH
S HACTARHETWER, LG I
((di(e:ND), PO R . SCHLENIE & i R IE S
PIEVIE R R IE S S AT, PK o RIEH S
PR AH (<isn).

3) KiE#H SHEET Quorum FE N % AL 4y Prilnfo;
FltEE  (I<i<n),

4) JnEE i R RAFWISC Prilnfo; J5, HL



24 4 1515 8 % A 4

—————— ]
|
— I
(= Encrypt secret(C) | _ |
U 2 |
| g[S |
=1K=%
| e |
BEE
ol 2 |
s}
Party A : | 9)ITxPayloadlRequest
R J . QPU(Lrll_lm No.de A 2) l[l'xPayloadStg e 3)&10) En/decryption
1) Private Tx AB {001 Prslt‘é?ée | Transaction|  r¢quest
ODPPM f Enclave A
U | anager A
Key distribution - J&‘E%
. | 6) Tx HashL @ )& 11) Tx Response
| ! _
Block 12 B Y 12) TxPayloafiResp )
|F Q | y (=}
TxAB | 8) Block w/ Tk ABT_ | £1 (Tx) 2
E=AR=H |
| =B 32
I =4 ]
15| g | =
| E|3 | &
~|= ! ) [l
0 Party B : Ly 9)ITxPayloadRequest | @|
_____ 1
O?OO _____________ %u(t))gum NodeH | v 10) defcryption
Ke 13) TX, certificate| “UONC  Private| | .
C)i( S ODPPM ~ [<——2==== 1 e state | Tr:;rrllzagcet;? rquest Enclave B
@LJJ— = q @ | l T1) Tk Response
= Block125 | | 12) TxPayloafiResp
TxAB | 8) Block w/ Tk AB | (Tx)
1
! |
rF—_———
Ethereum P2P | Constellation
Change Part | |
_ Netwo rk Network

K2 PPM-ODB iif
Figure 2 Flow chart of PPM-ODB

%} Prilnfo; 1254 sig(d;,(e;,N;),PK)BEAT I AL, %
WG, FEMNTS# i /) Private State 147 fi
Prilnfo,, JFLARIEHE S B A PK, A EK 5],
8 F 5 e 2 B FAS SR, AR SR A5 A1 Y. 1R 3%
EFAH

Quorum A PRI ULHI B HAZ by TX, IR
b, SCBLRIEE SR n NG A1 R A FAR
(di(eN)) VB AR R IR o
3.2 BIMEEmE

IR EET RSA HIFE 4 ZHMCE N 7 2k
VRSB RAME iR S (P T IB W, AR SO %7 AT
Tt e et R I AR A B R RN I A AR
S BRAAME B M IARBAIGEAGEE Z, ¥
MG B S ghE, DM R AERFAE B
My, TRk LR S Z Tt & 50 gk <

2, HRBGRGEERMEEE .

Wl RIEGAEE 0 MaE R AGE B A
Z=[M,rsig(Mr)], b, BN, HTIX 2
ANEEEE i, sigMr) A RiEE S T A CK
WS VAN R ARG B M FBE LR 12 4
(I<isn), VBiibA ANy EEAGEE, HAR
N RSN g S N i ¥ A ] R N PSP
RIS,

WHET RSA WL ZHCE &7 Z i)
WEMBHh Z, A<<i<n). Kb FE R4 e
FRAL I RTHE A S N B3R, X R e e
AIRIE—55AF, B LM a] A A IR % 3 C,
TRFF 2 HMH P £ 1

TS R A T R .

1) KIEF S A B n ANBENLEL r, FIBREAN S &



553 34 /b i S et P B DO RE RS AL R L <25~

SN HIMER Z (1<i<n),

2) Rik#H S HfEE Z HPE XY
(dp(eu NI KRR (1<i<n), UG R
T R 5 I8 IR S A S

3) KAk SHE Z, AAH R HE 2 e A~
N; (<isn), TWHTGELERE ES5ANREILC,
Ho, T

¢, =Z"modN,
c, —Zz: mod N, 5)
¢,=Z"modN,

KA N; B3, R FH b L3 4 e SR A 5 R dl
C=c modN,
C=c,modN,

: (©)
C=c,modN,

SRR C .

3.3 RIAEEMEER

BN ZRIBUIE ] B RAE D, 7 2
X BN SCHEAT R, 1T Pl IR B SRR 5 ST
fif s 1 A

1) FEEEAAME S METE & | WBE LRI IZ G
B, Ho6 N Quorum Node 2> R4 B FAMS EL
KiEF S BT S A PK KR Private state (i
[, SRAFAER ] Prilnfo,.

2) AH Prilnfo; H IR ER A FAYI(d (e, V)it
ITLUNUHEE, RIE R Z.

¢, =Cmod N, 7

Z,=(2)" modN =/ )

3) B8N Z=[M, r;, sigM, r)])G, WRE
RER M & BA 5305 W, W] LLAIE M 3
AR, DTS, TR Z 4
HATHAUE . R TFEI—PIUE, EdRuF4
sig(M, r,) "] IS M A5 9 50

FEBSRA B ST R L R, U AR 01
AR BRAL B ST AR, HLAR e R A A HE
AT, AT ERFIEERSHEE, sk
IREN G I HE 4 PR

TEBARL B SURBE G, AFAERA s & A B B
TG R R AL IR B o BT R I R

PPM-ODB 1] SZHUGS B A S illt 5 2 g .
SR R R PTE B S B A P R
E R, HEEAZH P ARG RS AR, A
SCAFRH A B FAE Bt EE, OB A B
BAAETT, AT SR DURH R A FH P ) B A
R,

7t PPM-ODB H[g 1 i F vp A= e 45 I
ZAb, PR IR RIS WM B A4,
Wit 2 VR Z S HA AE ARG R
RikF S KIEA A CRAME RN Z it ), B
WH I FRWTE .

1) Kik#F S R A CAERRE Bns g i
LSRG B Z 5 aE# | 3E ARV (dy(enN))
(R R IC R, I Z, v AR 3056 N R 5 A RLEH
(di(ei,N))o

2) RiEH S R A OGRS T
HE SR 5 A R (d (e V) )5 0 2 1 1A A
XTI R, IR AT (e, Ny)) 1] B 3R 206
I PRI 1 AR, AN SIS B RATH 525 1)
B
4 ZEMUSR

£ X%f PPM-ODB H B FAE B DR PR 2K,
AT 2 T TR S, AT AU M
MO HBEAT 122V tr, IFIEW] T2t f
IERITE LN, PPM-ODB i 2 KA FAfS JEL R 1535
PEo R IHDGUIE B REREAT VR A0 Ak

598 47 Quorum [P FRFASE Ty ML A& 2 4%
PR, BET RSA 4 2308 % 7 S0 2 24
PE, RSA FL A2 A, WIARSCHLHT 2 A
FR R B

WERR 5T X Apneny N B A SCHLRIBE RS
KPR B VE B B W AR T Ao N B
Quorum FEFA Gy HLHIIELT, Ay, AR T
RSA B4 28 B TT ZHITT Agg, I
fit RSA BVEMITT o @ A2 Tl () 5k
A € (Aguoran> Annie» Arsa ) » 5 UL Bk (1
AES), TR BN AT Ay M A ISCH R
it A, ALFRERS 58 A B X o BVAIER A, 1

i T AU ESAAE B PR, B4 4
REFE— Wb T DBl AR AR 2y



- 26 - P4 515 B a2l 6

s FEwImtk RS, 1217 PPM-ODB
ML, FEBEARAE BN 5 (R B FASE SC € FIX e
Public State BHAZL B B Ajpppny » TR Private
State ZPE A AL TX TH & .

B T Ao 11505 A BEAT 2 000H S
WHA )

TSR 1) 0 i BERAE S C AH T N NS
Sy, 500 A W IEAT Ay ~ Aus ~ Arsa Bl
Quorum FEFSFAAZ Zy HLHIFISE T RSA [k 4 2 82
W I g7 %€, T LR Prilnfo; " AR L B
privateFor o# HFEALARIE T RSA R 44 2 80
FNE T EE LY, RN E S DS
A

T SRV [ 0F N A 0B 1) R s FA
X, B AW IEAT dgyorn ~ Aawie ~ Arsa H il
Quorum [ B FAAE Z ML AT RSA 5k AT
fi#, M Private State £z Pk HU 2 AH ¢ 11
Prilnfo; {5 BB & W fif Enclave ;=B IN%G
B B I 18 EE A RV XS (d (e, N)) AL 245 B it
£ AIBAnony °

PbR B Apanony @RI E, 4 12
IEHAN IS 5 BAE R Co 1 Cy, FFEERIUR N
Public State ##5, R )5 R ALE £ — L
puef{01}, HATHAT LRIEAE Y, 1B S0
B R e A RV (e, D)), B 19 31 B A
HE Z R FIZ 4.

BN B A anony 1 1T LAFIZ H—FEXT 4
AT Z 00 SR Bt i), ABAS SRR Cov G
(RN & B 0 RN i 8 FAE NS

M B Asanony HHHEN 4/ €{0,1} ,
W g =, WL Aanony AT T WEXK
TTF Arganony LI IREA

AdvAme(k)=I%[Expmme(k)=l]=
Pr[AIBAnorly (guess)=1]| =1]-Pr[y =1]+
Pr[AlBAnony (guess)=0|u= OJ-Pr[,u =0]=

Aguorm (gueSS) =1
% Pr| A (guess)
Agsa (guess)

=1 |u=1|+
=1

Pr| A, (guess)=0 |u=0||<
Agsa (guess) =0

%@{AMmi@%ﬂzuﬂZQPﬂy=q+
Pr[ Aguonn (gUESS) = 0] 11=0]-Pr[ 1= 0]) +
%@{AMJ@%QZHyZQPﬂy=ﬂ+
Pr[ Ay (guess)=0] =0 Pr[u=0])+
%CWD%M(QN$)=Hﬂ=1]Pﬂﬂ=ﬂ+

Pr Ay, (guess)=0] u=0]-Prlu= O]) =
Pr [ExpAQuomm (k)= 1] + Pr[EXpAAMt (k)= 1} +

Pr [EprRSA (k)= 1} =
o (k)+ Adv, (k)+ Adv, (k)

WERBCHH Aquoram EEIBLHT Quorum FEEEAAAZ
SR, Aawe BRIBEESET RSA B 44 2 HCH 7
% Arsa WA RSA 532, W Awganony TEASLIT
SR PEBAUBEEAR T, (HARYE RS
LA, T Aanony BUli BLENIREAS AT L2
ANt Bl PPM-ODB ALl 2 BeFA i B R 1 o

5 TERESHR

ASCEPE 1024 bit [ RSA ik, & X E AR
FOs F I TTFRY, H WA s S R TTRS, n
RAEE AN E . A I SIS Winl0 64 47
Inter(R) Core(TM) i7-7700@3.6 GHz. 16 GB N A%
PC Ml LT,

5236 1 PPM-ODB I a] JT4%

ZWg ek, Nykizs, PPM-ODB #5-FBLiY
(T4 AN THE R 1 7R,

M 1 AT, 76 2SR s HE LR,
PPM-ODB [P\ i [H) FFES A TH A TnE + SnH o %41
SIS U E S WAL N VYN TN e
WRVES AT LIIHATIZ S, TR AT S AL R N
FaFAME B Z s S B H S M P A1, b
NGRS C A BT —20 TAE. FrLAA
SN ERAHAE 5 R RSN B AL L Z s A
VEHAT TG SCSEES, VAN SR ) T8 5 A0 1



553 34 P id

TR O X DB KA PR B L

« 27 .

BN n XA, PRI S R THE R
PSRN Ev H BEAIR T A ED
TR . SER P B A BOK/NEA 1 kB,

%1 PPM-ODB & kbt ia F 4B ik iHE
Table 1 Theoretical estimation of time cost in each
stage of PPM-ODB

ek SRR I 5] 7

FAERREY YIRS AR 2n(E+H)
TR O I n(E+H)

BAMEEINE  NRAGEZEN  n(E+2H)
MERAMER Z % nE

FaRME RS BRSO 2nE

M 3 FE 4 ATLUE Y OFE n<50 I, #H
A2 Ty RN Z I A AR I (R DT 4 B4k
THE S SR GURFEAAMTT; @7 n>50 I, B n

IR, BEARAL TH IS i 20 (1) e Fhnz Sy
RIS TR TR RO, U Z B 5k, bl
H on R, BSAS TR 22 Mok @7E n>100
W, AT By A RN Z s R R ) R
FATE 1s DL L,

DR Ky B AT By e RN Z s A
XA B i R rhisdT, HA e A~ i
P, R P A BERE AR e 2 #AE, T n>100
IS, ARV (R IR TR R G T- P T 5 AR A9 4 LA 2,
JCH BT BN R fE o A ST SE B
N A 0 AN 100 (R 7 < 100D, BA3E
13 R B H P AR o

34§ 2 PPM-ODB 45 Quorum HE7E 1% 75 $% 7%
BaFADR Ik BEF 8 11 LL 3R

MDA 7R A0 = AN 0 B0E DL

2000

— T
- DHECHER

1800

1600

44/ms

It
—_
I
(e}
[«}

1200

1000

®
(=l
(=)

600
400
200

BB 5 B I )

50 60 70

8 90 100 110 120 130 140 150

HEFEAHin

K 3

Figure 3  The relationship between the time cost

WAL S AL

I TR JFAH A0 n IIG 2R

of key transaction generation algorithm and n

1800

—
- DiECA

1600

1400

1200

1000

800

RBZInEE F: B R 4/ms

600

AE

400

(5

1 1 1 1 1
80 90 100 110 120 130 140 150

%H%%‘ Hin

K4 BaffE B

\ Z I SR TR R R 0 (IR R

Figure 4 The relationship between the time cost of privacy Z encryption algorithm and n



+28 - P4 515 B a2l 6

~, R’ PPM-ODB #1 Quorum #4351 Sz 4%
P AR PR TR T o X HL, IR TR 4R B
AE B . LR b DA R AR e R R 1 I
(B F4Y, SEE ¥ E n=50, K4 Quorum #5LLLL
Y AR, DK h L2858 5 s vr sl e K4l
WL 44 kB, FrLASZE P BRFAE B/ INEK
WHEAN 44 kB. LI R 5 .

M 5 7] LUF R BFRAE B 2%/, Quorum
5 PPM-ODB FEMAHIT, (HBHA B FAfS B3
K> Quorum % [ 1] 45 12 387 KT PPM-ODB #l
il IX LI R Quorum HESLIFE 75K %
IBEFACRY N, BOFAME BT n N Bk, B
F R B MR, 52 3 M 4% 47 %6 Al Quorum
LU ) (R L [ 5 e, b A A S G
SX1M PPM-ODB N5 B4 1 ik, PrLARiA Ka AL
{5 B, KA Quorum % SZHN 44 75 1 55 [
FLORY B I (] 485 {2 2 KT PPM-ODB  HLiil
Al b, BEAAE ElCK, PPM-ODB £ i8] JF 44 L
LAY

80

|| — PPM-ODB
---- Quorum

I JH)FF /s
S

00T T 5 10 15 20 35 30 35 40 44
[EE N EYS U PNAVINES
K5 PPM-ODB 45 Quorum T M) 7F4 55 Ba (i B/ IIE R
Figure 5 The relationship between the time cost of PPM-ODB and
Quorum blockchain and the size of privacy information

Fi4h, KH Quorum i SEI 4 75 1k 55 1) Ba FA
PRI, BRI M) n AN 20 B R AL B
FaFMs BATESE LAAAE n 4, FTLA Quorum £
{EfE TR A= PPM-ODB (1) n fi5. X T IX HedE R 40
M, BT s A, B DL g A7
fit FFA T B 1 X B R G0k U2 2 T A 1)
WO AR A 2020 4E 4 H, SEIE A
a5 O 40k %) 700 GB. Quorum FEFT B I )
n—1 5L RS 23 7™ 5 e X HUE R HIE 1T
B, FrL AL IR b PPM-ODB A& B AR
(7 % 6

g b, AR R B AR ) st [R) FILAEA T
.1, PPM-ODB . #FT Quorum %%.

6 ZERIE

DX R T B R R A P B RAE R
A7 AE MR KBS o A SC A N X Bt b BRRA (e 4%
TR T R AT TR, T — M
% 5 T IX S B RA LR A LA, 1ML IS T Quorum
BESTIL T BRAAME SR 3 R A TR 1 % 5 4y
K, I LT RSA B 44 22 el s 7 &=
SEIR TR (B A4 B FAME SN L il R
B, I A TEHTIE R T A SR AL B A
5 B R E M. iLsEse R, PPM-ODB A%
T Quorum HEE I BRAAE E 4% 75 P 5 LA
AT IR EAS, T HOKRE BE PRI T DX BB (1) A7
TS, FIRAEAE# n AKT 100 PSS, &
TR RAF, RERAT RUSEILIX HUE R RA (S B 4%
TPz .

ASCHTHEH ) PPM-ODB & 1 /N
s A — B B st o A EEL 1000
VI 2 K RIABE I, FH 75 SR 1) 4 5 0% i B RL ER 4 L
Hil PR RAME B DR A B S R T — D
TEFFEI Y 2

B 3k

[1] A, T3, skt XHBER AR 5N AT SRR[T]. tHENLRE
2, 44(4): 1-7, 15.

HE P, YU G, ZHANG Y F. Overview of blockchain technology and
application prospect[J]. Computer Science, 44 (4): 1-7, 15.

[2] AdEE, BCRRUT. XPUBERN T i 2 2 R R T R A ). T R
2 (5 HEE, 2020, 50(3): 461-462.

ZHONG S, HUANG X Y. Security and privacy in blockchain ap-
plications[J]. Chinese Science: Information Science, 2020, 50(3):
461-462.

[3] AW, TR, Bk W MEBRARF LRI %iEER,
2019, 6(2): 133-149.

LI X D, NIU Y K, WEI L B. Bitcoin privacy protection overview[J].
Journal of Cryptologic Research, 2019, 6 (2): 133-149.

[4] Digital is the Cash[EB].

[51 NOETHER S. Ring signature confidential transactions for mone-
ro[J]. ITACR Cryptology ePrint Archive, 2015: 1098.

[6] SASSON E B, CHIESA A, GARMAN C. Zerocash: decentralized
anonymous payments from bitcoin[C]//2014 IEEE Symposium on
Security and Privacy (SP). 2014: 459-474.

[71 MIERS I, GARMAN C, GREEN M. Zerocoin: anonymous distri-
buted e-cash from bitcoin[C]// 2013 IEEE Symposium on Security
and Privacy (SP). 2013: 397-411.



EXE

/b i S et P B DO RE RS AL R L ©29 -

Quorum official paper[EB].

Ent, AR, RELE, 55 TR X PR 4
X BRARA DR T S [0, W4 5 B4 4224, 2020, 6(1): 46-53.
WANG R J, TANG Y C, ZHANG W Q, et al. Privacy protection
scheme of internet of vehicles based on homomorphic encryption
and blockchain technology[J]. Chinese Journal of Network and In-
formation Security, 2020, 6 (1): 46-53..

PAILLIER P. Public-Key Cryptosystems based on composite de-
gree residuosity classes[C]/International Conference on Advances
in Cryptology-enrocrypt. Berlin, Heidelberg: Springer, 1999.

ZHOU Y W, YANG B, WANG Q L. Anonymous mixed signcryp-
tion mechanism of identity based multi receiver (multi message)[J].
Journal of Software, 2018, 29 (2): 442-455.

HARN L, CHANG C C, WU H L. An anonymous multi-receiver
encryption based on RSA[J]. International Journal of Network Se-
curity, 2013, 15(4):307-312.

EE, WPHL, XTWe XYPEEREER[T]. M 515 gy
, 2016, 2(11): 11-20.

SHEN X, PEI Q Q, LIU X F. Survey of block chain[J]. Chinese
Journal of Network and information Security, 2016, 2(11): 11-20.

[11] FAN C I, HUANG L Y, HO P H. Anonymous multireceiver identi-
ty-based encryption[J]. IEEE Transactions on Computers, 2010,
59(9):1239-1249.

[12] FAN C I, TSENG Y F. Anonymous multi-receiver identity-based
authenticated encryption with CCA security[J]. Symmetry, 2015,
7(4): 1856-1881.

[13] ZHANG J, MAO J. An improved anonymous multi-receiver iden-

HEH BT

e (1995- ) , B, W KFEA,
15 B TR RS, BRI 1 R
fEAFE B, X ki,

tity-based encryption scheme[J]. International Journal of Commu-
nication Systems, 2015, 28(4): 645-658.

[14] PANG L, GAO L, LI H. Anonymous multi-receiver ID-based
signeryption scheme[J]. IET information Security, 2015, 9(3):
194-201.

[15] PEILE, ik, SRPHE HeT 50 AT RIE A 2 s %5
F]. WEAR, 2013(8): 165-172.

PANG L J, GAO L, PEI Q Q. Anonymous multi receiver signcryp-
tion scheme based on identity fairness[J]. Journal on Communica-
tions, 2013 (8): 165-172.

[16] %, Bl k. x—AEL 2 REES ST RN Z et
g HE[I]. B4R, 2015, 43(11): 2187-2193.

LI H X, JU L F. Security analysis and improvement of an anonym-

EH 1980 O , L, WivhIRw A, TH
+, ERIRER%EHEZ, B
I R g s e ol G - e || 7 o

ous multi receiver signeryption scheme[J]. Acta Electronica Sinica,
2015, 43 (11): 2187-2193.
[17] ZEHEmk, Ry, $HIL st JouET5 2 Bl e 44 287 (11,
A5 223K, 2016(6): 129-136.
QIN Y L, WU X P, HU W. Efficient anonymous signcryption
scheme for multiple receivers without certificate[J]. Journal on
Communications, 2016 (6): 129-136.
JE, B, EF . TS Eics (2N EAR
RPN, BATLEAR, 2018, 29(2): 442-455.

e (1968- ) , L, WEH S A,
i+, FETRERZEHRE. W4 T,
FERFTT KRB Z 4.~ %
SRS R RG L Y44,

(18




